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Pro^ess in Internet Security

fgnificant decrease of PDF vulnerabilities

âwer exploit releases

îtter patching

But..

New ^ttack Activity
IAC APT and Java exploits surface

- Plassword leaks raise renewed awareness

!L injection most preferred attack type
iS tops at 51% of atl web app vulnerabiJJties

Download the report: htto;;'.''A''A'.';.;&ni.co'T,;'securitw'xforce

l IBM X-Force 2012
Mid-yearTrend and Risk Report

IBM
The Challenge of Mobile BYOD

litçhing of mobile devices a real challenge
^l|SOs say mobile security is greatest near-term technology concern
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Thd attack surface is growing exponenîiaily

People
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Atrest In motion

Systems
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Mobile
Applications
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Datacenters PCs Laptops Mobile
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Cloud Non-traditîonal

rms feel cyber-attacks harder to detect and 34% low confidence to prevent
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Securityj^ill shift from a point product approach to an integrated enterprise approach, based on key
foundati<()hal éléments that allow for active management, real time information, analytical
correlatfon, and predictive threat management

Securlity
Domains Today Tomorrow

Pecple

Data
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Manage identifies per application
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Deptoy access control and encryption 0

Scan for vulnerabilities

Block unwanted network access
and viruses

0
fl>
w

Deploy role-based governance
and privHeged user management

Monitor usage and control leakage

Build securely from day one

Exécute real time advanced threat détection
and forensics
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Réactive —————————————————^ Proactive ©2012 IBM corporation
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Organi;
perimei

A (|^ëw Normal" led by Security Intelligence

.tiens employ
protection,

ich régulâtes
^s and feeds
|ual reporting
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Réactive Proactive

Organizations use
predictive and
automated security
analytics to drive toward
security intelligence

Security is layered into
the IT fabric and
business opérations
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Fultjyisibility and Actionable Insight for Total Security
lnte|ç}ence

cùrity Devices
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srvèrs & Hosts - - - - -

^twork & Virtual Activity

)^tabase Activity - - - -

^plipation Activity - - -

tnfiguration Info - - -

nerability Info - - - -

"r Activity

l
Ex onsive Data

oources
Deep

Intelligence

Suspected Incidents

Exceptionally Accurate and
Actionable tnsight
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Se» jrity and Business Intelligence offer insightful parallels

IBM Security Intelligence
Guardîunr

INTERNET ^Watmfffifi- CWIBUl Q

Security Intelligence

Security as a Service

Application Security

Database Monitoring

SOA Security

Managed Security Services

Network Intrusion Prévention

Compliance Management

Identity and Access Management

Bl Convergence
with Security

SECURITY
SYSTEMS- ^BIGFJX Ç

Mainframe and
r Security - RACF

Décision Management

Simplified Delivery (i.e., Cloud )

Bl Convergence with Collaboration

Text & Social Média Analytics

Predictlve Analytics

rlOD Bu.m». Op«n,l^.n IBM Business Intelligence

Performance Management SoSwarè "IOPENPAGES

Business Intelligence Suite S?® Alg%&BI (N)NETÈZZA

Enterprise Reporting

Time
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From

Log collection and signature based détection

Reat Time Monitoring

Context-aware anomaly détection

Automated corrélation and analytics

©2012 IBM Corporation
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Advanced Security
and Threat Research
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secunîy. and
corr1i|pjexjty

Intelligence.
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blidate and correlate sito-
>rmation from hundreds

frces

ied to detect, notify and
idtothreats missed by
security solutions

^ate compliance tasks
îsess risks

Integratedl Research.

tTTt
Stay ahead of the changing
threat landscape

Designed to detect the latest
vutnerabilities, exploits anct
malware

Add security intelligence to
non-intelligent Systems

Integrcrteâ Protection.

Customize protection
capabilities to block spécifie
vulnerabilities using scan
results

Converge access management

with web service gateways

Link identity information with
database security
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Advanced Security
and Threat Research

Software and Appllances
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Michel Bobillier
bobillier@ch.ibm.com
+41 58 333 4066
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