Password leaks raise renewed awareness

(SS tops at 51% of all web app vulnerabilities

Download the report: Bﬁm::‘x‘wwv.-,::?hmcom."secuﬂt*.";’)(farce
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atching of mobile devices a real challenge
ISOs say mobile security is greatest near-term technology concern
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IBM Security Solutions

Thellattack surface is growing exponentially
!

Employees Hackers Outsourcers Suppliers
L R
Consultants Terrorists Customers
Structured Unstructured - Atrest In motion
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Systems Web Mobile
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Datacenters PCs Laptops Mobile

Cloud Non-traditional

77% of f

rms feel cyber-attacks harder to detect and 34% low confidence to prevent
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IBM| Security Point Of View : shift from point product to
integrated enterprise defense

Today
B oo s Deploy role-based governance 3
Manage identities per application and privileged user ma nagement e
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Deploy access control and encryption (9 - Monitor usage and control leakage g =3
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Scan for vulnerabilities 8 Build securely from day one =
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Block unwanted network access Execute real time advanced threat detection <

and viruses and forensics
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|
A iNew Normal” led by Security Intelligence

Automated

Organizations use
predictive and
automated security
analytics to drive toward
security intelligence

Organizat ons employ
perime;% protection,
ich regulates

access and feeds

i :
manual reporting

Security is layered into
the IT fabric and

business operations

Reactive Proactive
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Visibility and Actionable Insight for Total Security

Intelligence

- Servers & Hosts = = = = -
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Event Correlation

| Network & Virtual Activity ) . oo -

- Flows * Geo Location

atabase Activity = = = = - F

Activity Baselining & Anomaly
pplication Activity == -) Detection

* User Activity
+ Database Activity

* Application Activity =
_____ *+ Network Activity ’
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Suspected Incidents ’

Extensive Data Deep Exceptionally Accurate and
sSources Intelligence Actionable Insight
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Seg

Market Changes

4

Lrity and Business Intelligence offer insightful parallels

METAMERGE

Identity and Access Management

Mainframe and
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Security Intelligence
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Security as a Service SRR

Application Security il |

Database Monitoring
7) oataPower y

SOA Security Bl Convergence
with Security
Managed Security Services ;
" i Decision Management
Network Intrusion Prevention

Simplified Delivery (i.e., Cloud )
Compliance Management

Bl Convergence with Collaboration

Text & Social Media Analytics

Predictive Analytics :
. %00 Bisicess S IBM Business Intelligence
¢ Cognos. ﬂ
Performance Management sSoftware “1OPENP. AGES

Business Intelligence Suite

Enterprise Reporting
Time
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- Real Time Monitoring

- Context-aware anomaly detection
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* Automated correlation and analytics
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gration of the IBM Security
inciemental securi ity value

Framework provide
Security Intelligence cecurity Intellige,,
and Analytics

Advanced Security
and Threat Research
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Advanced Researc?

Monitor Everything
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Consume Threat Intelligence .
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gration: Increase security, collapse silos, and reduce
comiplexity - |

Integrated Research. Integrated Protection.
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Advanced Research
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* Customize protection

ormation from hundreds = Stay ahead of the changing capabilities to block specific
threat landscape vulnerabilities using scan
‘ , , results
ed to detect, notify and * Designed to detect the latest

onhd to threats missed by
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security solutions

\ate compliance tasks

assess risks

vulnerabilities, exploits and
malware

* Add security intelligence to
non-intelligent systems

" Converge access management
with web service gateways

* Link identity information with
database security
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ntelligence

Integration

Urity Intelligence delivered through a
Iorehensive framework

Governance, Risk and Compliance

Security Intelligence
and Analytics

Professional Services

Advanced Security

and Threat Research

Software and Appliances

Cloud and Managed Services
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