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Solange Ghernaouti
Today, cyberspace is where new forms of criminality are being exploited;
and cyberspace has become the economic and military battlefield where
conflicts of all kinds are played out. The ability to control information and
telecommunication infrastructure, to respond to cyberattacks and to ensure

cybersecurity offers real power and has become one of the most significant

political, economic and technological issues of this twenty-first century.

Information and communication technologies (ICT) have grown to become C R | M E CO N FLlCT
a critical part of our society’s infrastructure, and their potential misuse affects 4

us all, from the individual citizen to private and public organizations and

states. Thus cyberpower has become the newest means for organisations — AN D S EC U Rl | T | N CYB ERS PAC E é
both legitimate and criminal — to demonstrate their capabilities.

This book explains the stakes of cyberpower in terms of its various manifesta-
tions, including cybercriminality, cyberterrorism, cyberconflicts and cyber-
warfare. It evaluates the impacts on, and consequences for, individuals,
organisations and states. It provides a panorama of the actors and their
means of operating and describes the strategies, methodologies and kinds
of measures that can be employed to combat the abusive and criminal uses
of digital technologies, and thus improve security within cyberspace and in
real life. The book's educational approach, including numerous illustrations,
exercises and case studies, makes a complex subject accessible to a wide
public.
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Professor at the University of Lausanne's Business School, SOLANGE GHERNAOUTI is an
international expert on cybersecurity and computer criminality. As member of the pilot
committee for cybernetic practices (established by the Swiss Federal Government); as
frequently called expert to the Council of Europe; and as invited speaker to the
Information Summit of the United Nations, Professor Ghernaouti-Hélie has contributed to
the definition of the security guidelines for the Web and cyberspace at the highest inter-
national levels.
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